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Introduction

Legislation for a Prescription Monitoring program in Maine passed in 2003. The
program provides a database of controlled substances schedules II, III and IV. Data
collection for the program began in July of 2004 and continues twice a month from over
300 pharmacies both in and out of the state. The program allows health care providers to
access comprehensive information through a convenient web portal and improve
patient care.

This Data Requester Registration Manual is designed to assist a potential user of the
Maine PMP system in registering as a data requester. Any health care providers that
have prescribing or dispensing authority and will be searching the site for information
regarding their own patients or customers are eligible to become data requesters.
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Login and Registration

Portal Login

If you already have an account with the ME PMP, login to your account by entering the
username and password that you originally received when registering with the ME
PMP.
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Figure 1

If you cannot log in but you believe you have an account, please go on to the Password
recovery section of this manual (PAGE 12).
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User Registration

Terms of Service

New users will need to register for the ME PMP by selecting the “User Registration” tab
at the top of the screen. Figure 2 depicts the first part of the “User Registration” page,
the Terms of Service agreement. Use of the Maine PMP portal is restricted to licensed
prescribers or dispensers of controlled substances. Attempts to access this site without
proper authorization may result in criminal prosecution. You will need to scroll
through the Terms of Service agreement and select “I have read and agree to the terms
of service” before you can click the “Next” button to proceed to the next registration
screen.

Maine PMP
|

Login li User Registration | Password Recovery Test Tool .

You must read the entire terms of zervice and select | have read and agree to the terms of
service' to cortinue.

11 yau feel that someone ather then yourself iz usihg your User Mame to access PMP data, &
contact GHS or OS& immedistely to get the account dizakiled. "
Contracted Account Agreemert

;EI':.-' salecting "l HAVE READ AMD | AGREE TO THE ABOWE TERMS OF LISE" vwou are agreeing
that vou have read and agree to the above terms regarding the uze of this website and any

PHI data obtained from this swebste of GHS in any form. You hereby agree to follow: the
Eecurity and password policies of the Prescription Monitoring Program, “ou agree to not
dizcloze nor misrepresent any data or protected hestth information to any unsuthorized

perzon oF party. Agreeing to these terms does NOT GRAMT you permission to receiying PP
data from the site; all user information will be verified hefore access iz granted You alzo

:aagree to indemnify, defend, and save harmless 0S4, GHS and their employees from any

and all claimz, costz, expenzes, injuries, liskilties, lozses-and damages of any kind and
description resulting from or arizing out of ARNY improper useof any PMPIPHI data obitained . = |
from thiz site. Thiz indemnification does not extend toany claims, costs, expenzes, injuries,
}iahil'rties, lozzes of damades arizing from negligence of unlaweful act on the part of 0S8 or
IEHE. ] |

| have read and sorees to the tering of service

Clear ][ = Harh ][ Fexk = ” Stk ]

Figure 2
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Registration

Figure 3 depicts the required information for registration. Fields marked with an asterisk
(*) are required. New users must complete the fields with the appropriate information
and select “Next” at the bottom of the screen.
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Role Selection

Data Requester

After completing the appropriate registration fields, the new user must select either
“Data Requester” or “Pharmacy Data Provider” on the following page, depicted in
Figure 6. Select “Data Requester” and click “Next” to move onto the next registration

screen.

A Data Requester is considered to be anyone who queries prescription information from
the Maine Prescription Monitoring Program. Pharmacists and prescribers can access the

system for information regarding their own patients or customers only.

Maine PMP

I| Login |I User Registration ” Fassword Recovery || Test Tonl !

| =elect which roles you need to signup for
Data Reguester

A Data Requester s a user wha has the authority to prescribe or
dispense controlled substances (DEA Number required except
for Pharmacists)

(1 Data Submitter

& Data Submitter is anyone who is of represents a dispenser of
_ controlled substances in or into the state of Maine.

_Clear H < Back H Mext > ][ SUBME:
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Figure 4
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Add Data Requester License Information

The next screen requests professional licensure information. Mandatory fields are noted
with an asterisk (*). Clicking on the field label will bring up information that clarifies
the requirement for each field.

The Data Requester’'s DEA Number, Date of Birth and the State License Number are
mandatory fields for all practitioners who have prescribing authority. A Data Requester
will not be able to register with the PMP and will be instructed to contact Maine Office
of Substance Abuse for assistance if they do not have these key fields. Prescribers are
also required to select a Specialty; please choose the description that most closely
describes your primary clinical role.

Pharmacists registering with the PMP system will be required to provide their Date of
Birth and State License Number. DEA number is not required for pharmacists. For
questions regarding the information needed to register contact the Maine Office of
Substance Abuse at (207) 287-2595.

After filling each required field with the appropriate information press “Next” to move
to the next registration screen.

Maine PMP
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CAPTCHA Security Image

The CAPTCHA image page of the registration is a security measure that helps prevent
spamming computers from successfully completing the registration process. The
CAPTCHA is an image - usually distorted text - that the new user must enter correctly
in order to complete the registration process. No computer program can read distorted
text as well as a human can, so computer programs cannot navigate sites protected by
CAPTCHA images. This feature helps to ensure the security of the Maine PMP site and
the protected information within it.

The CAPTCHA image is case sensitive, so it is important to enter the letters and
numbers exactly as they appear. In the figure below the CAPTCHA image should be
read and entered as “ngnyd”.

If you have any difficulty reading the image displayed, click on the “New Image” link
located directly under the image.

Maine PMP

|i Lagir ii User Regisktration ii Paszword Recovery || Test Tool
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Figure 6
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Password Setup

Once the registration information has been submitted and the user account has been
validated, the user will receive an email conformation link to log into the system. Upon
initial login the user will be prompted to create a password.

The password must be a minimum of 8 characters and include three of the following
four types of characters:

Character Types:
e Lowercase Letters-atoz
e Uppercase Letters - A to Z
e Numbers, 0to 9
e Special Characters: ! @ # $ & * _

Passwords selected which are not at least 8 characters in length and which do not use
three of the four character types will be rejected.

NOTE: The password validation email is only valid for 4 hours after initial registration.
If the user does not complete the enrollment process through the hyperlink delivered in
the email within this time period, they will need to reregister.

-Maine PMP

Password Setting

Passwords must meet the follovving critetia:

Minimum passwiord length iz & characters

Pazswords are reguired to inciude three of the folloswing four:
T Loweercase lefters atoz : ' '
2Uppercaze letters Ao £

I Mumberz Oto 9

4 Special characters: L@ # 5 &% _

!_!sernarrie: '

Metwye Password®:

“erity Passwaord®

[ Clear ] [ Subrit ]

Figure 7
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Initial Login

Upon initial login, the user will be required to read and agree to the Terms of Service.
After reading the terms, the user can select the checkbox at the bottom of the screen and
click “Submit” (Figure 9). (Note: You must scroll to the bottom of the terms of service
before the Submit button will become active.)

Terms of Sepdce hias Changed!

' I orderto continue using this syster,
" Wou are are requiredto read and agree
tothe updated terms of service.

—

Figure 8

Maine FMP

Login User Registration Password Recovery Test Tool

You must read the entire terms of zervice and select ' have read and agree to the terms of
service' to cortinue.

Terms

PhP - Prescription Monitaring Program

PHI - Protected Healthcare Information

GHE — Goold Health Systems.

0SA - State of Maine Department of Health and Human Services Office of Substance Abuze
Statutory Autharity

54 weas given authority under Title 22 Chapter 1603 of the Maine Statute to establish and
operate the Prescrigtion Monitoring Program. The goal of the program i to provide
infarmation to both Prescribers (Physicians, Dentists, Optometrists, etc.) and Pharmacistzs to
identity suspicious activity relsted to prescribing and dispensing of schedule - controlled
substances.

Unlzwetul Disclosure

Accarding to Title 22, Chapter 1603, "a person who knowingly releases, obtains, or
attemnpts to obtain information form the program in violation of Chapter 1603 shall be
punizhed by civil fine". All data obtained from this site should be treated as PHI data and
handled in accardance with all federal and state lavws regarding such. The HIPPA, privacy

| hawe read and agree to the terms of service

Clear ] | | | | |

Figure 9
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Password Recovery

In case of a forgotten password, click on the “Password Recovery” tab (Figure 13). Enter
your username or email address in the appropriate fields and click the “Submit” button.
An email will then be sent to the email address on file and will contain a link that will
allow the user to reset their password.

NOTE: The password validation email is only valid for 15 minutes. If the user does not
complete the process through the hyperlink delivered in the email within this time
period, they will need to start over by clicking on the “Password Recovery” tab again.

NOTE: If 3 bad passwords are entered, the account will be locked. To unlock the
account, complete the “Password Recovery” protocol, or call the Maine PMP Technical
Helpdesk at 866-749-7838 or email mepdmphelpdesk@ghsinc.com.

Maine PMP

Login lser Reqistration Password Recoyery Test Tool

Enter wour uzername or the e-mail address azsociated with your account, and you should
receive an e-mail wwith & link to help you choose a new passwward. The link will became invalic
after 15 min of receipt. If you donft receive an e-mail within the next 15 min, sttempt the request
again.

=ername:

SR
Email Address:

Clear ] |

Figure 10
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Frequently Asked Questions

* Is the website secure?
Yes. All information in the website is secure. Among other security features, the https in
the address shows that the webpage uses a secure http connection.

* What is the image on the last page of the create account screen?
This is called a “CAPTCHA"” image. This helps the computer know that a person is
trying to complete the sign up process because another computer cannot read the image.
If you cannot read the image, just click on the “new image” link at the bottom of the
picture and a new image will appear for you to copy. You can click the image as many
times as you need to, to find an image that you can read and copy.

* Why is the system saying that my password does not meet the requirements?
Your password must be a minimum of 8 characters and begin with a letter and include
three of the four types of characters:

Lowercase letters a-z
Uppercase letters A-Z
Numbers 0-9

Special characters: |@#%$% " &*

YV VYV

* I have created my account: why haven’t I received the link to complete the
registration process?

The password validation link is sent to the email account that we have on file. It is only
valid for 4 hours. The password validation email is being sent from
mepdmphelpdesk@ghsinc.com and may end up in the users email spam folder. Please
check the spam filter if you have not received the password email within 1 hour. If it is
not responded to in 4 hours, the registration process will need to be completed again.
The Data Requester may also contact the ME PMP Technical Helpdesk via phone: 1-866-
749-7838 or via email: mepdmphelpdesk@ghsinc.com

* What do 1 do if I forget my password?
In the case of a forgotten password, click on the “Password Recovery” link on the login
screen. You will be prompted to enter either your username or email address. A new
password link will be sent to the email address on file. The password validation link is
only valid for 15 minutes. If the link is not accessed within that time period, you will
need to start over by clicking on the “Password Recovery” link again.

11
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* I can’t access my account, what should I do?
Your account will lock if 3 incorrect passwords are entered. To unlock the account, click
on the “Password Recovery” link and complete the process described above. The user
may also contact the Helpdesk to have their account unlocked.

* What am I agreeing to?
The Terms of service state that the account holder agrees not to disclose or misrepresent
any data or protected health information to any unauthorized person or party; not to
share account information, login name or passwords with anyone, even with other
authorized users of the program; and to follow the security and password policies of the
Electronic Prescription Monitoring Program.

12
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Program Contact Information

ME PMP Website - www.mainepmp.org

Technical Helpdesk

For technical questions regarding website, uploading data, data format issues,
communications, file uploads, or correcting records, please contact:

PMP Technical Helpdesk email - mepdmphelpdesk@ghsinc.com

PMP Technical Helpdesk Phone - 866-749-7838

Office of Substance Abuse Contact Information

For questions related to policy, terms of service, or how to find substance abuse
treatment services, please contact:

Office of Substance Abuse
Online: http:/ /www.maine.gov/dhhs/osa/

Email - osa.ircosa@maine.gov

Phone - 207-287-2595
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